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DNS INFRASTRUCTURE
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Why measure DNS security?
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DNS is so 
fundamental.

But unfortunately, 
so vulnerable.



DNS Security Measurement Topics
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Measuring 
security issues

Measuring 
operational status

Domain abuse

Packet interception

Rogue servers

Name collision

Client-side infrastructure

Encrypted DNS

DNSSEC

EDNS(0) Extensions
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Traffic 
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Domain abuseRoot manipulation
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CentralizationDeployment of security mechanisms
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A. Client-Side Infrastructure
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A. Client-Side Infrastructure

The client-side DNS infrastructure

10

Stub resolver
(DNS client)

Recursive
resolver

Authoritative
server

DNS
Root

TLD

SLD



A. Client-Side Infrastructure

The client-side DNS infrastructure
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A. Client-Side Infrastructure

The client-side DNS infrastructure
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A. Client-Side Infrastructure

Count of ODNS & RDNS.

95% of ODNS are actually FDNS.
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A. Client-Side Infrastructure

TTL & caching behaviors.
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Implementations are not always following 
the specifications.



A. Operational Statistics of the DNS
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A. Operational Statistics of the DNS
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A. Operational Statistics of the DNS
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B. Packet Interception - Error Monetization
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B. Packet Interception - Error Monetization

Threat model
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B. Packet Interception - Error Monetization
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1-3 USD per customer of extra profit -> ISPs are willing to do this!



B. Packet Interception - Censorship
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B. Packet Interception - Censorship

Automatic detection of DNS manipulation
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B. Packet Interception - Censorship
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Several classification metrics
Commonly manipulated 

domains



B. Packet Interception - Path Interception
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Threat model

B. Packet Interception - Path Interception

26



B. Packet Interception - Path Interception
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B. Packet Interception - Path Interception
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Deploy and use secure versions of DNS.

B. Packet Interception - Recommendations
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DNSSEC Encrypted DNS



B. Packet Interception Defence - DNSSEC
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Gist: attach digital signatures to responses

Domain owners sign domains

Resolver validate responses

B. Packet Interception Defence - DNSSEC
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B. Packet Interception Defence - DNSSEC
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B. Packet Interception Defence - DNSSEC
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30% domains have misconfigurations!



Validation rate of recursive resolvers by country

B. Packet Interception Defence - DNSSEC
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C. Rogue Servers - Resolver Altering
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C. Rogue Servers - Resolver Altering
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C. Rogue Servers - Open Resolvers
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C. Rogue Servers - Open Resolvers

Resolver scan & classification.
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Deprecated software versions are still in use.

Routers & Embedded devices.



C. Rogue Servers - Open Resolvers

Analysis of bogus resolutions.
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C. Deployment of Security Mechanisms

42



C. Deployment of Security Mechanisms

A. Src port & TXID randomization - defence for cache poisoning
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C. Deployment of Security Mechanisms

A. Src port & TXID randomization - defence for cache poisoning
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C. Deployment of Security Mechanisms

A. Src port & TXID randomization - defence for cache poisoning
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C. Deployment of Security Mechanisms

A. Src port & TXID randomization - defence for cache poisoning
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C. Deployment of Security Mechanisms

B. Interactions between different security mechanisms
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D. Root Manipulation - Unauthorized Root
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D. Root Manipulation - Unauthorized Root

Threat model
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D. Root Manipulation - Unauthorized Root

Vantage point & dataset collection

DNS, ping & traceroute requests to the Unicast-B Root
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D. Root Manipulation - Unauthorized Root
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An unauthorized root mirror 
in CERNET

Consistently short 
RTT.

Traceroutes are 
in the same ASN.
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E. Name Collision - New gTLD
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E. Name Collision - New gTLD

Threat model
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Name collision caused by new gTLD



E. Name Collision - New gTLD
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Potential attack surface is opening.



E. Name Collision - New gTLD
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E. Name Collision - New gTLD

Other vulnerable services except for WPAD
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E. Name Collision - Recommendations
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F. Domain Abuse
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F. Domain Abuse

What can you do with youtube.com?
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Type Example Paper

Typosquatting youtueb.com [NDSS ’15]

Bitsquatting youtubu.com [WWW ’13]

Combosquatting youtube-videos.com [CCS ’17]

Levelsquatting youtube.com.youtube-service.com [SecureComm ’19]

Homograph attack y0utube.com [USENIX ’06] [DSN ’18]



youtube.com -> youtueb.com

F. Domain Abuse - Typosquatting
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Dataset collection

F. Domain Abuse - Typosquatting
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ALEXA 
TOP 500

wwwexample.com

www.exmple.com

www.examlpe.com

www.ezample.com

www.exaample.com

Typosquatting domains

Webpage
(3.3M)

WHOIS
(424K)



F. Domain Abuse - Typosquatting
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Malicious contents are hosting on the domains.



youtube.com -> youtubu.com

F. Domain Abuse - Bitsquatting
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youtube.com -> youtubu.com

F. Domain Abuse - Bitsquatting
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Dataset collection

F. Domain Abuse - Bitsquatting
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ALEXA 
TOP 500

paypal.com

xaypal.com

taypal.com

raypal.com

qaypal.com

Bitsquatting domains

Webpage



F. Domain Abuse - Bitsquatting
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Growing number of 
bitsquatting domains

(5.3K in total)



F. Domain Abuse - Bitsquatting
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youtube.com -> youtube-videos.com

F. Domain Abuse - Combosquatting
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Dataset collection

F. Domain Abuse - Combosquatting
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F. Domain Abuse - Combosquatting

73

Combosquatting is 

way more popular.

The domains are already being 

used in malicious businesses.



youtube.com -> youtube.com.youtube-service.com

F. Domain Abuse - Levelsquatting
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F. Domain Abuse - Levelsquatting
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Combosquatting is 

way more popular.

F. Domain Abuse - Levelsquatting
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817K levelsquatting 

domains detected.

Flawed browser 

implementations found.



youtube.com -> youtubê.com

F. Domain Abuse - Homograph Attack
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Dataset collection

F. Domain Abuse - Homograph Attack
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F. Domain Abuse - Homograph Attack
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1,516 homographic IDNs detected.

The domains are visited very often.



F. Domain Abuse - Homograph Attack
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Flawed browser display.



F. Domain Abuse - Recommendations
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Type Recommendation

Typosquatting Registration check; defensive registrations

Bitsquatting Registration check; use ECC-enabled RAM

Combosquatting Registration check; stop using combosquatting domains for benign services

Levelsquatting Registration check; browser fix

Homograph attack Registration check; browser fix; user education
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F. Domain Registration Management
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F. Domain Registration Management

What's the problem?
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F. Domain Registration Management

How many domains might have been hijacked through this?
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HAPPY MEASURING!
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