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#FZE% (Digital signature) @ RiZEHFER. EWHIIE
RIEFERLIAER. 2L, BWAFERATARIE
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IR RE &% Z A
ZSK: AFERLERIRICE
KSK: BFEANHARIFICE (DNSKEY)



(—) BRMBEFRAMFER

2B E SRR
ZSK: AFEREERIFICE
KSK: AFERBHAFFICE (DNSKEY)
BIZEDNSKEYRREFFICE: FHHANIINAFTFA, EFiBIFRS230E

PROTOCOL
OWNER TYPE FLAGS ALGORITHM

Iexample.net. 43200 |DNSKeY || 256 || 3 | |7 |

AwEAAbinasY+k/9xD4MBBa3QvhjuOHIpe319SFbWYIR] |pUBLIC KEY
/nbmVZ£JInSw7BylcV3Tm7Z1LgNbcB86nVFMSQ3JjOFMr (BASE64)

.) ; ZSK; key id =|23807 | KEYID




(—) BRMBEFRAMFER

2B E SRR
ZSK: BTFEREEHRIDR
KSK: AFERBHAFFICE (DNSKEY)
BIZEDNSKEYRREFFICE: FHHANIINAFTFA, EFiBIFRS230E

AT RBFICRFRAEAFER
RRSIGHIRICR: FHRAFIER, ISRHTHENEARSS 230900 N S

DNSKEY|

L]
‘ AAAA S — @ PublicZSK
» Re -
RRset Signature

Public KSK

{EAZSKNEBRIRICRETESR {ERRSKY N HBRICRAITER

By




(—) BRMBEFRAMFER

RRSIGHRICH

example.net. A 192.168.10.10
example.net. 600 A 192.168.23.45

TYPE COVERED #LABELS
OWNER TYPE ALG TTL

example.net 600 || RRSIG A 7 2 600 [

SIG. EXPIRATION SIG. INCEPTION KEY IDSIGNER NAME
20150115154303 | | 20141017154303||23807 |pxample.net.

SIGNATURE

CoYkYPQE8Jv6UaVIgRrh7ul6m/cEFGtFM8TArbJdaiPu
W77wZhrvonoBEygYbhQlyDaS74u9whECEe08gfoelFGg

)



(—) HRAMBHFRHANMF

v Domain Name

[Response In:

System (query)
801]

Transaction ID: 0x032c

» Flags:

0x0120 Standard query
Questions:

1

Answer RRs: 0

Authority

RRs: @

Additional RRs: 1

v Queries

v <Root>:
Name:
Type:
EDNSO@

1.

»> gaxgal.com: txge AI class IN
v Additional records

UDP payload size: 4096
Higher bits in extended RCODE: 0x00

v Z: 0x8000

000 0000 0000 0000 =
Data length: ©

type OPT
<Root>
OPT (41)

version: 0

.+.x. = DO bit: Accepts DNSSEC security RRs
Reserved: 0x0000

IERR/X
B M H01C & P AIDOfiL

2RSS

23R [EIDNSSECHEXIC R
Mo oz 32 3C

R EENERNER, EFRRSIGERICHE

£
\‘x‘

7

v Domain Name System (response)

Request In: 78
[Time: 0.091791000 seconds]
Transaction ID: @x032c
» Flags: 0x81a@ Standard query response, No error
Questions: 1
Answer RRs: 3
Authority RRs: @
Additional RRs: 1
v Queries
» paypal.com: type A, class IN
v Answers
v paypal.com: type A, class IN, addr 64.4.250.36
Name: paypal.com
Type: A (Host Address) (1)
Class: IN (0x0001)
Time to live: 72
Data length: 4
Address: 64.4.250.36
> nm‘nallﬁgm Iiﬂiﬁ ﬁl Slass NI add; §4|4 250.37

v paypal.com: type RRSIG, class IN

Name: paypal.com

Type: RRSIG (46)

Class: IN (0x0001)

Time to live: 72

Data length: 158

Type Covered: A (Host Address) (1)

Algorithm: RSA/SHA1 (5)

Labels: 2

Original TTL: 300 (5 minutes)

Signature Expiration: Aug 14, 2022 20:05:36.000000000 CST
Signature Inception: Jul 15, 2022 19:34:50.000000000 CST
Key Tag: 11811

Signer's name: paypal.com

Signature: 6d@@ab5e2bda2bl1c63d27db831279897538385e2cc6fb9d4. ..




(—) BRMEERENFTE

REALERR TR : dnssec-keygen
==l wA Gl dnssec—keygen —a NSEC3RSASHAL -b 2048 —-n ZONE example.com
=A@l dnssec-keygen —f KSK —a NSEC3RSASHA1 -b 4096 -n ZONE example.com

N NNIDNSKEY1E & 2l X33 3 4 -

for key in " 1s Kexample.comx.key"
do

echo "\$INCLUDE $key'">> example.com.zone
done

Xig4ZERTH: dnssec-signzone
G B A B2 A FE B X3 S A K DSiE %

dnssec-signzone -3 <salt> —-A -N INCREMENT -o <zonename> -t <zonefilename>

BEEHESZE: https://www.digitalocean.com/community/tutorials/how-to-setup-dnssec-on-an-
authoritative-bind-dns-server-2
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3. HHIERR
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3. HHIERR
WERH: NMABENE
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(Z) SRMEENEETE

SEZMAEERE THFERINAH, LWHREEXRRTNBEIREE
B FEEXRFEEESPERNKSK, KEEFTUEREXN

RRAE: BEEHREMRE RIS
EIFRIEKSK A THIERR . MIRINIERE: ERERAFMHEKSKAHARNEE (DSIcR)
—R—2K@ LiERE, EFIDNSIR

.
Parent Zone S N e Hashed

Treap eKSK

Le==p
‘L o Public
! KSK

Child Zone




(Z) SRMEENEETE

SIBRFMBEIRH TAFERNNH, WIS EXRR DB RS
B FEXREBESRFERHKSK, KEHETUFNEN

BRRPE: BEEHERE LRER

NI RIEKSKATAIERR . MANGEWRE: ERERFHEKSKAHANEE (DSIER)
—R—Rm LERE, EFIDNSIR

Digest type 1 = SHA-1, 2 = SHA-256

myzone. DS 61138 51
F6CD025B3F5D0304089505354A0TT5584B56 3

myzone. DS 61138 5 2 &
CCBC0B557510E4256E88C01B0B1336AC4ED6FE08C8268CC1AASFBF00 5DCE3210

DSICRAIEARIZT




(Z) SRMEENEETE

SEZMAEERE THFERINAH, LWHREEXRRTNBEIREE
B FEEXRFEEESPERNKSK, KEEFTUEREXN

RRAE: BEEHREMRE RIS
EIFRIEKSK A THIERR . MIRINIERE: ERERAFMHEKSKAHARNEE (DSIcR)
—R—2K@ LiERE, EFIDNSIR

DNS1EZ25R
L/ DNSSECHI{S{Efi =
HEBNAXZHREEITT4E, WRXER
—RgE5FHBE—R (F—/RFuit7E2024%)




(Z) SRMEENEETE

BiF LEDSIcRE ERg= (BEEWREIAE) ?
—RgiER, BEERIEMERMHAED

< DNSSECi%E / checkmydns.club

EXER BARGREYRE (DNSSEC) RIFMEIEANDNSEA AARERNA N SERTES, FETFHIEERENEFRS, BRBNEETNKE,

W EET AIDSIZE || EHDSiER
EBITEO MEBEEO REXRO B{E

HAEREY
10742 13-ECDSA C P- 256 with SHA - 256 2-SHA-, 7947E04DB8D27A0E9B2712E6406902C211C5B1FE089136DDCD5DDA650A 1B MR

BAREELAINE urve w

DNSfEH / « REITE:

DNSSECIZ % KSKX 4B BIFRSMUEE, 10742

FEE (5W) 1R4MpsicR HEEn

1-RSAMD5 A RRERSANEL, 13 v

-~ FHEHKEL:

?ﬂﬁlﬂﬁ]ﬁ% y %Et{ggedu .cCn 1-SHA1 A FDSHIE R, BRIAFISHAR56

BXREEEBI T e
HE, #MEdnssec-dsfromkeylIRE—A®E
0233917947.....650A
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JEIEDNSSECHE EEfEB1EMf: T4 TR

DNSViz: https://dnsviz.net/

Verisign DNSSEC Analyzer: https://dnssec—analyzer.verisignlabs.com/

Analyzing DNSSEC problems for chao

Found 2 DNSKEY records for .

DS=20326/sHA-256 verifies DNSKEY=20326/SEP

Found 1 RRSIGs over DNSKEY RRset

RRSIG=20326 and DNSKEY=20326/sep verifies the DNSKEY RRset

(< <M<

Found 1 DS records for lu in the . zone

DS=20752/sHA-256 has algorithm RSASHA256

Found 1 RRSIGs over DS RRset

RRSIG=60955 and DNSKEY=60955 verifies the DS RRset

Found 2 DNSKEY records for lu

DS=20752/sHA-256 verifies DNSKEY=20752/sEp

Found 1 RRSIGs over DNSKEY RRset

RRSIG=20752 and DNSKEY=20752/sep verifies the DNSKEY RRset

Found 1 DS records for chaoyi.lu in the lu zone
DS=3092/sHA-256 has algorithm ECDSAP256SHA256
Found 1 RRSIGs over DS RRset

RRSIG=54526 and DNSKEY=54526 verifies the DS RRset
Found 1 DNSKEY records for chaoyi.lu
DS=3092/sHA-256 verifies DNSKEY=3092

Found 1 RRSIGs over DNSKEY RRset

RRSIG=3092 and DNSKEY=3092 verifies the DNSKEY RRset
ns-89-a.gandi.net is authoritative for chaoyi.lu
chaoyi.lu A RR has value 185.199.111.153

@ Found 1 RRSIGs over A RRset

@ RRSIG=3092 and DNSKEY=3092 verifies the A RRset

chaoyi.lu

[N NN NN NN RO ON<

DNSKEY
alg=8,id=20752
2048 bits

DNSKEY
alg=8, id=54526
2048 bits

DNSKEY
alg=13,id=3092
512 bits

(chaoyi.lu/NSECaPARAM) (chaoyi.lu/NSj (chaoyi.lulSOA) (chaoyi.lu/Aj (chaoyi.lu/MXj [chaoyi.lufTXT)

chaoyi.lu
(2023-05-24 06:55:28 UTC)
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DNSSECHIERE M F—— iz A~ Kz Fii BA

DNSSECE B 4[H T Z 1T hRA R
90X, BIELIEHAZE: RFC2065 (1997). RFC2535 (1999)
MITHRAESZE: RFC4033, RFC4034, RFC4035 (2005)
BEXEER: 2010F5/H



DNSSECHIERE M F—— iz A~ Kz Fii BA

DNSSECE B 4[H T Z 1T hRA R
90FER, BIEIERIAZE: RFC2065 (1997). RFC2535 (1999)
MITHRAESZE: RFC4033, RFC4034, RFC4035 (2005)
BEXEER: 2010F5/H

+RER: SENMAIFR
MMERK: TRINLE (.com/.net/.org) THZHTE, BEREFES%
IOIEERAR: #B1d80%A3 TR ARSZ IR HITE RIAIUE (Chung 17]

B4 RS IRERIR TN G 4%
4%

Iisf 1)

.com .net .org .bank .CcZ .nl .no sk

200741 H  1.0% 07% 1.0% 1.1%
20224E1H  34% 27% 3.1% 29% 60.7% 51.0% 43.8% 40.8% 37.7%




DNSSECHIERE M F—— iz A~ Kz Fii BA

DNSSECE B 4[H T Z 1T hRA R
90X, BIELIEHAZE: RFC2065 (1997). RFC2535 (1999)
MITHRAESZE: RFC4033, RFC4034, RFC4035 (2005)
BEXEER: 2010F5/H

+RER: SENMAIFR
MMERK: TRINLE (.com/.net/.org) THZHTE, BEREFES%
IOIEERAR: #B1d80%A3 TR ARSZ IR HITE RIAIUE (Chung 17]

B4 RS IRERIR TN G 4%
4%

Iisf 1)

.com .net .or .bank .cz .nl .no .sk —
° FEATI / Tgk g
2017 %£1 H 1.0% 07% 1.0% 1.1% - - - - - DNSSECE’\]‘EB%EUEE

202461 34% 27% 31% 29% |60.7% 51.0% 43.8% 40.8% 3779 fERELT




& a7 iE BB DNSSECEE N AHIE R

HEIHZEIDNSSECERIBEN: &1
B ZE2023F58, HET -‘JlLﬂZ%EI’JEE%\_\L BERNAERE, (NPBIERBITE%

o — - e - =

Ty
~7 /’."J
.
=M .edu.mx AE .edu.cn
3.9% 2.1%
Bf .edu.br
2.6% | BRAHM I
4—\‘——— .edu.au
fafRZE .edu.ar b o 4o
v Yl ex

0.3% B3F .edu.za 8.4% ”
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8 E2023FE5H, SN RAERZHR38/1843=2.1%

www.hfut.edu.cn

www.ahpu.edu.cn

www.bbmc.edu.cn

www.fynu.edu.cn

www.aqnu.edu.cn

www.chzu.edu.cn

www.aufe.edu.cn

www.tlu.edu.cn

www.hfuu.edu.cn

www.whit.edu.cn

www.xcvtc.edu.cn

www.afc.edu.cn

www.hfnu.edu.cn

www.hfpec.edu.cn

www.ahou.edu.cn

acsxy.aufe.edu.cn

www.fjut.edu.cn
www.zjc.edu.cn
www.neu.edu.cn
www.nwafu.edu.cn
www.sjtu.edu.cn
www.ustc.edu.cn
www.ahau.edu.cn

www.bupt.edu.cn

www.fjnu.edu.cn
www.Szu.edu.cn
www.gxnu.edu.cn
www.guat.edu.cn
www.gzu.edu.cn

www.htu.edu.cn

www.csust.edu.cn

www.hnfnu.edu.cn

www.lnut.edu.cn
www.ujn.edu.cn
www.shec.edu.cn
www.tfswufe.edu.cn
www.nankai.edu.cn

www.tju.edu.cn
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A[E .gov.cn
0.0%
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9.93 WA
.gov.au
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0.3%
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DNSSEC Validation Rate by country (%)
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1. AN (ZSK. KSK)

2. EFXDNSKEY@FIRICE, AT

3. BN HFFICEREHITIEHER, £MRRSIGEFICHE
4. 3N FEZ MBI HITERERN

5. 1TEKSKEE, £ MDSHEIRICK

6. LEDSHEIFICRE LRIEHZ
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FA?’ET?U%\% RFC 8624

---------------------------- S R e
| DNSSEC Validation |

| Number | Mnemonics

| DNSSEC Signing

| 1 | RSAMD5 | MUST NOT | MUST NOT |
| 3 | DSA | MUST NOT | MUST NOT |
| 5 | RSASHA1 | NOT RECOMMENDED | MUST |
| 6 | DSA-NSEC3-SHAl | MUST NOT | MUST NOT |
7 RSASHA1-NSEC3-SHAl | NOT RECOMMENDED | MUST
8 RSASHA256 MUST MUST
10 RSASHA512 NOT RECOMMENDED | MUST
[ 12 | ECC-GOST MUST NOT MAY
13 | ECDOADP2H6oNAZ56 | MUST MOST
| 14 | ECDSAP384SHA384 | MAY | RECOMMENDED |
| 15 | ED25519 | RECOMMENDED | RECOMMENDED |
| 16 | ED448 | MAY | RECOMMENDED |
t——_————— +——_———— +t———————-——-———_—_— +t———————— - +

RFC 8624: https://www.rfc-editor.org/rfc/rfc8624.html
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AENEERNBE
BEELT, DNSSECERZREWMEANETFK/BER
AR KA BT, B EB I B EIm I iA @I iE ik

7+ ANSWER SECTION:
chaoyi.lu. 3600 IN 185.199.110.153
chaoyi.lu. 3600 IN 185.199.111.153

chaoyi.lu. 3600 IN 185.199.108.153 A FEEZF/MEI 20K
chaoyl 1u. 3600 IN 185.199.109

.lu. 3600 IN RRSIG A 13 2 3600 |20230601000000 20230511000000 3092 chao

. 6UP6YM1Tae8HS4rfUbeZaSHNWE9sazd8iEkcgwk9519HcYB9ECWZ9py8 PAsWsExUhrAvGED3GgXbsXRSkOHwbg==




TR EE 25 IR 25 i [0) L ?

RS FERIBNE
BEIENT, DNSSECERZBMHNETRK/BER
I HAR R A EE R, @ E B BN EAm T iE @I I8
;7 ANSWER SECTION:

chaoyi.lu. 3600 IN 185.199.110.153
chaoyi.lu. 3600 IN 185.199.111.153

chaoyi.lu. 3600 IN 185.199.108.153 A FEEZF/MEI 20K
chaoyl 1u 3600 IN 185.199.109

.lu. 3600 IN RRSIG A 13 2 3600 |20230601000000 20230511000000 3092 chao

. 6UP6YM1Tae8HS4rfUbeZaSHNWE9sazd8iEkcgwk9519HcYB9ECWZ9py8 PAsWsExUhrAvGED3GgXbsXRSkOHwbg==
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