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Abstract
In the cloud era, hosting-based email services have become a com-
mon business model. Various entities can participate in the email
delivery process. However, the intermediate paths of email deliv-
ery have received little attention. In particular, the vulnerabilities
and centralization of email intermediate paths have already posed
real-world security threats.

This paper conducts the first systematic analysis of intermediate
paths of email delivery, aiming to understand dependence patterns
and characterize the centralization. In collaboration with a large
email service provider, we collected Received headers from email re-
ception logs spanning nine months and reconstructed the complete
intermediate paths of 105M clean emails. Our results reveal that
Microsoft is the dominant provider of intermediate paths, partici-
pating in 66.4% of emails. We find that 86.9M (82.7%) emails rely on
third-party providers in intermediate paths, and 9.1M (8.7%) paths
involve multiple providers. Email signature providers frequently
appear in cross-vendor intermediate paths. In addition, we reveal
significant differences in the regional dependencies and centraliza-
tion of email intermediate paths across countries and continents.
The centralization observed in email intermediate paths also differs
from incoming and outgoing servers. We hope our work prompts
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more attention to email intermediate paths to enhance the security
of the email ecosystem.
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1 Introduction
Email plays a vital role in global information exchange and iden-
tity authentication [44]. In the cloud era, although email services
can still be independently deployed by individual organizations,
hosting-based email services have become a common business
model. For example, 29% of Alexa Top 1M domains are reportedly
relying on Outlook to receive emails [32]. As a result, the traditional
“end-to-end” delivery model, i.e., emails are sent directly from the
sender’s server to the recipient’s server, is changing. Various types
of entities are now involved in the email delivery process [31, 42],
such as hosting providers, forwarding servers, and security vendors.
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Modern email delivery paths are gradually evolving from an “end-
to-end” model to a “segment-to-segment” model, in which emails
traverse multiple middle nodes.

When emails are transmitted sequentially through middle nodes,
the security of the entire transmission path will be compromised
if any single middle node is vulnerable. Worse, large-scale threats
can arise if one vulnerable node becomes a dependency for a large
number of important email transmissions (i.e., email services de-
velop centralized dependencies on these nodes or providers). For
example, the email services of many Fortune 100 companies (e.g.,
IBM and Disney) have leveraged Proofpoint, a popular provider for
spam filtering. By exploiting the lax source verification policies at
Proofpoint relays in the email intermediate path, attackers have
successfully spoofed emails from many Fortune 100 domains and
sent millions of phishing emails [16]. In 2024, Rao et al. [42] also
revealed that attackers can abuse the relaxed source restrictions
of third-party email filtering services to bypass protections along
the email transmission path. Among the 1.6K domains investigated,
80% were found to be vulnerable to such threats.
Research gap. Traditionally, the degree of, and risks behind Inter-
net centralization have been acknowledged and extensively studied
in areas including DNS [27, 38] and Web [3, 51]. Regarding email,
some works have measured centralization of incoming and outgo-
ing “ends” of the delivery paths (i.e., incoming and outgoing servers)
by inspecting data embedded in MX and SPF records [32, 47, 50].
However, traditional datasets have been lacking visibility into in-
termediate entities in email transmission paths; dependencies and
potential risks associated have thus been overlooked by prior stud-
ies and remain unevaluated. As a result, we believe investigating
intermediate paths can offer new insights into the architecture of
email transmission and provide a guide for improving the security
of the email ecosystem.
Our study. In this paper, we aim to unveil the picture of intermedi-
ate paths of email delivery, find hidden dependencies, and evaluate
the degree of centralization. While traditional active methods (e.g.,
querying MX records) do not reveal the intermediate paths, the
task is made possible by inspecting Received headers in email con-
tent, which record the sequence of middle nodes that handled the
email during transmission. To collect real-world email intermedi-
ate paths, we collaborated with Coremail [9], a large email service
provider, to analyze 2.4B emails received within nine months. By
building an email path extractor to retrieve node information from
Received headers, we successfully recovered intermediate paths for
98.1% of the emails. Eventually, we are able to inspect 105M clean
(determined by Coremail) emails with complete intermediate paths.
This unique dataset allows us to address the following research
questions: 1) What are the identities and distribution of email mid-
dle nodes? 2) What is the dependency structure and regionality of
email intermediate paths? 3) What are the centralization degrees and
cross-country differences of email intermediate paths?
Major findings. We find that a large proportion of email interme-
diate paths rely on a small number of entities. Specifically, 42.8% of
intermediate paths traverse 5 autonomous systems (ASes), and out-
look.com appears as a middle node provider for up to 66.4% of email
deliveries. Email signature and security filtering providers also serve
as common middle nodes. Furthermore, we analyze the dependency
patterns of email intermediate paths, and find that 86.9M (82.7%)

email intermediate paths rely on third-party providers. 9.1M (8.7%)
emails involve middle nodes operated by multiple providers, with
the most frequent email passing relationship occurring between
email service providers (e.g., outlook.com) and email signature
providers (e.g., exclaimer.net).

At the country level, we observe significant discrepancies in de-
pendency patterns. For example, in Russia and Belarus, around 30%
of email intermediate paths are domain self-hosted, significantly
higher than in other countries. In addition, the dependence of email
intermediate paths on external regions is influenced by sociopo-
litical, linguistic, and geographical factors. For instance, countries
in the Commonwealth of Independent States (CIS), such as Be-
larus (88%) and Kazakhstan (32%), heavily rely on Russia’s email
infrastructure. At the continental level, email intermediate paths
of Africa show strong dependence on Europe and North America,
while South America exhibits a high dependence on North America.

Finally, through the Herfindahl-Hirschman Index (HHI) [48], we
find that the market for middle nodes is highly concentrated. While
the degree of centralization varies across countries, outlook.com
holds a dominant market share in most of them. Moreover, we
compare the centralization of middle, incoming (corresponding to
MX), and outgoing (corresponding to SPF) nodes. Our results reveal
that the incoming node market is the most centralized, and that the
dominant providers differ across the three types of nodes.
Contributions. Contributions of this paper include:
•Using a unique and large-scale industrial email dataset, we identify
middle nodes and unveil intermediate paths of email delivery, one
missing piece from previous studies.
• We systematically analyze hidden dependencies and evaluate the
centralization degree of email intermediate paths.
•We publish our email path extractor and intermediate path dataset
(at https://github.com/RUI-XUAN-LI/Email_Path) for facilitating
future research.

2 Background
In this section, we first describes the email delivery path, with a
focus on intermediate paths. Then, we introduce email formats and
common email headers, especially the Received header. Finally, we
outline the current state of email centralization and the email path
dependency risks.

2.1 Email Delivery Paths and Middle Nodes
Individuals and organizations can independently deploy their email
services. In such cases, an email travels directly from the sender’s
client to the outgoing server and is then delivered to the incom-
ing server. No intermediate servers are involved in such an email
delivery process, and the delivery path length is 1. With the rapid
development of cloud services, hosting-based email deployments
have been adopted by a large number of domains [32, 47]. As a
result, the traditional “end-to-end” email delivery model, that is,
the outgoing server directly connects to the incoming server, is
undergoing changes.

Figure 1 illustrates the email delivery process involving inter-
mediate servers. Emails from the sender’s client pass through one
or more middle nodes before reaching the outgoing server. There-
fore, the email delivery path exhibits a “segment-to-segment” mode.

https://github.com/RUI-XUAN-LI/Email_Path
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Figure 1: The delivery path of an email, from the sender
client to the incoming server.

In this paper, we define the outgoing node as the server that di-
rectly establishes a connection with the incoming server (incoming
node), and the middle node as the relaying entity located between
the sender’s client and the outgoing node. In particular, we focus
on middle nodes that operate at the application layer (e.g., using
SMTP [40]) and are capable of understanding email headers and
content. Devices that operate solely at the network layer, such as
routers, are excluded from our definition. Below, we introduce four
common types of email middle nodes.

• Email hosting provider offers hosted mailbox services for
enterprises or individuals, managing the reception, storage, send-
ing, and account administration of emails. These services typically
integrate Webmail access and IMAP/POP3 protocols. Common pub-
lic cloud-based hosting providers include Google Workspace [15],
Microsoft 365 [35], etc.

• Email forwarding provider is responsible for automatically
redirecting received emails to another designated email address.
Many companies support custom forwarding domains and rules for
their subscribers, such as GoDaddy [13]. Additionally, most email
service providers (e.g., Gmail [14]) allow users to configure their
mailboxes to automatically forward incoming emails.

• Email signature provider typically offers branding and sig-
nature management for outbound corporate emails. An email sig-
nature refers to the consistent content appended to the end of each
email body, often including personalized text or graphics such as
company logos, job titles, and contact information. Companies like
Exclaimer [12] and CodeTwo [8] offer professional email signature
services and are used by many Fortune 500 enterprises.

• Email filtering provider performs security checks on in-
bound and outbound emails, such as spam and virus, to protect
customers’ email security. Popular email filtering providers include
Proofpoint [41], Barracuda [4], etc.

2.2 Email Formats and Common Headers
The email typically consists of three parts: the SMTP envelope, the
email header, and the email body [7]. Figure 2 shows a simplified
example of an email. The SMTP envelope contains email routing
information, including the sender address (Mail From) and the recip-
ient address (Rcpt To). Email servers use the envelope to determine
the source and destination of the email. The email headers and
email body form the content of the email. The headers contain
metadata, such as sender, recipient, subject, timestamp, and are
composed of multiple “Field: Value” lines, each separated by “\r\n”.
The email body is the actual content written by the user.

The Received header records each node that an email passes
through from the sender’s client to the incoming server, and plays a

Received: from Barracuda domain ([Barracuda ip])

by Outgoing server with SMTPS; date

Received: from Exclaimer domain ([Exclaimer ip])

by Barracuda (Middle-3) with SMTPS; date

Received: from Outlook domain ([Outlook ip]) 

by Exclaimer (Middle-2) with SMTPS; date

Received: from [Sender client ip]

by Outlook (Middle-1) with SMTPS; date

From: alice@a.com

To: bob@b.com

Subject: Hello

Mail From: alice@a.com Rcpt To: bob@b.com
SMTP

envelope 

Email

body

Email

header

Hi Bob, I’m Alice ...

Figure 2: Example of a simplified email.

critical role in email path tracing, troubleshooting, and performance
analysis [34]. Figure 2 shows an example of Received headers, cor-
responding to the email delivery path in Figure 1. Every server that
processes the email, including both middle nodes and the outgoing
node, adds its own Received line to the top of the email content.
Therefore, Received headers are arranged in reverse path order, with
the last node appearing at the top. Each Received header generally
has two key components: the from part and the by part. The from
part records the information of the source server (previous node),
and the by part records the information of the receiving server
(current node). The information in the Received header usually
includes: domain name, IP address, timestamp, encryption suite,
email protocol, etc.

2.3 Email Concentration and Dependency Risks
With the rise of third-party hosting services, email systems, much
like other Internet infrastructure, such as DNS, have exhibited
a clear trend toward centralization [3, 38]. A key driver is that
hosted providers significantly lower the technical barrier for users
to operate email services. These providers also offer high service
quality, advanced anti-spam capabilities, DDoS protection, and
more. Typically, users only need to configure a few DNS records for
their domain to enable email hosting services. The centralization
of email services introduces significant risks, primarily in terms of
user privacy and single point failure [6, 24, 28].

Previous research on email dependence and centralizationmainly
relied on MX and SPF records. In 2021, Liu et al. [32] analyzed the
providers behind MX records and revealed that 29% of the email
reception services for Alexa Top 1M domains relied on Google, and
11% on Microsoft. Some scholars also used SPF records to analyze
the centralization of email delivery services [26]. For example,Wang
et al. [47] reported that 20.1% of Tranco Top 1M domains relied on
Outlook for delivering emails, and 15.7% depended on Google.

Currently, only a few studies have preliminarily investigated
the email intermediate path, but none of them have systematically
revealed the dependency patterns and centralization characteris-
tics. For example, Luo et al. [34] used Received headers to uncover
the infrastructure of phishing emails. Rao et al. [42] revealed the
security risk of incomplete protection in email transmission paths,
i.e., attackers can bypass email filtering providers and send spam
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Figure 3: Workflow of constructing email intermediate path dataset.

directly to victims. By analyzing 15 popular cloud-based email filter-
ing services, they found that 80% of 1.6K examined domains were
vulnerable to incomplete path protection.

Unfortunately, attackers have already exploited the dependen-
cies and centralization of email intermediate paths to carry out
malicious activities. As an example, Guardio Labs disclosed the
EchoSpoofing vulnerability in 2024 [16], which allows attackers to
exploit the relaxed source restrictions of Proofpoint relays in the
email intermediate path to spoof victim domains. More seriously,
Proofpoint offers security protection for 87 Fortune 100 companies,
such as Disney, IBM, and Nike, allowing attackers to impersonate
a wide range of well-known brands. Ultimately, the EchoSpoofing
vulnerability led to the distribution of millions of highly deceptive
phishing emails.

3 Methodology
In this section, we first introduce our email Received header dataset
from a large email service provider. Then, we describe the process
of constructing email delivery paths. After that, we present an
overview of our intermediate path dataset.

3.1 Email Received Header Dataset
This paper aims to analyze the email intermediate paths between
the sender’s client and the outgoing node. MX and SPF records
can only roughly represent the incoming and outgoing nodes of
domain-associated emails. Moreover, many SPF records contain
overly large ranges of IP addresses [10], not all of which actually
work for delivery emails. To this end, we use the Received header
to understand the email delivery path, which has been adopted by
some studies [30, 33, 34].

The Received header is included in the email content received by
the incoming server. It is impractical to actively instruct numerous
domains to send emails to our controlled server. The main reason
is that it is difficult to obtain email accounts for numerous domains,
especially considering that many email services are internal. Previ-
ous studies obtained outgoing emails from domains by recruiting
volunteers [19], which cannot support large-scale measurements.

In this paper, we cooperate with Coremail [9], a large email
service provider in China, to obtain a realistic and unique view of
email delivery paths. Coremail offers email services for more than
20K organizations. The original dataset is the email reception log
of Coremail within nine months, from May 1, 2024 to November
30, 2024. We removed emails without Received headers, and the
outgoing IP address belongs to a reserved or private address range
(vendor’s internal emails). For ethical reasons, we only extracted
the minimum data required for our study and did not obtain the

user’s email address or email body. Specifically, the information
in our email Received header dataset includes: the domain in the
Mail From and the Rcpt To field, the IP address of the outgoing
server, all Received headers, the time of receiving the email, the
SPF verification results, and the email compliance check results by
Coremail (e.g., clean, spam).

3.2 Construct Email Intermediate Paths
The format and content of the Received header are not strictly stan-
dardized and vary by software and provider. Therefore, we build a
template library to parse Received headers and extract node informa-
tion from them. Figure 3 illustrates the workflow for constructing
the intermediate path dataset.
Parse Received header. To obtain the email path information as
accurately as possible, we choose to use regular expressions to
exactly match the Received header, instead of directly extracting
key text. First, we select Received headers of emails from the top
100 sender domains (ranked by email number) in our email Re-
ceived header dataset. Then, we generate regular expressions for
these Received headers through manual analysis (❶). Through veri-
fication, we can match 93.2% of the Received headers in our dataset.
For the remaining unmatched Received headers, we apply the Drain
algorithm [18] to perform text clustering on them, and then con-
struct regular expressions for the 100 clusters containing the largest
number of Received headers (❷). At last, we built a Received header
template library with 54 regular expressions, which can match
96.8% of Received headers in our dataset.

Next, we use the template library to parse Received headers to
obtain email path nodes (❸). Specifically, the path nodes are the
IP address and domain name of the from and by parts in each
Received header. For Received headers that cannot be covered by
our template library, we directly extract the domain name and IP
address of the from part and the by part. We also use geographical
databases [22] and domain suffix lists [2, 21] to obtain the AS and
second-level domain (SLD) corresponding to the email path nodes.

cooperative 

vendor

Outgoing

server

Client -> Middle1 -> Middle2 -> Outgoing

Email delivery path

Incoming

server

Email header

Received: from Middle2 by Outgoing

Received: from Middle1 by Middle2

Received: from Client by Middle1

by partfrom part

Figure 4: Process of building an email delivery path.
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Build email intermediate path. Figure 4 shows the process of
constructing an email delivery path. Considering that email servers
may hide or falsify their identities, it is unreliable to use the infor-
mation in the by part of the Received header to identify nodes [34].
Therefore, we use the from part of each Received header to indicate
the information of the previous node (❹). For the outgoing node,
we use the IP address and domain name of the outgoing server
recorded by our cooperative vendor. Through the above process,
we can construct the delivery path for the email.

To ensure the reasonableness of our results, we further filter the
email delivery path (❺). First, this paper focuses on the intermedi-
ate paths associated with clean email, and the spam infrastructure
is not within our consideration. As such, we removed the emails
that were judged as spam by Coremail. Second, this paper uses the
domain name in Mail From field as the sender of the intermedi-
ate path for analysis. Therefore, we removed the emails that did
not pass SPF verification to ensure the authenticity of the sender’s
domain. Third, we removed email delivery paths without middle
nodes. Fourth, we removed the incomplete email intermediate path,
which includes middle nodes that cannot find valid identity infor-
mation. Valid identity information defined in this paper includes
the IP address and the domain name in legal format. However, we
find that many middle nodes with invalid identity information are
“local” nodes. We identify nodes as “local” if they contain only “lo-
cal”/“localhost” or exclusively private/unallocated IP addresses [43].
Directly removing all intermediate paths containing “local” nodes
would be inappropriate, since such nodes may represent internal
relays or gateway devices within the email system. Therefore, we
allow “local” nodes to appear in intermediate paths. Nevertheless,
if an intermediate path consists entirely of “local” nodes, it pro-
vides no analytical value for our study on path dependency and
centralization, and thus such paths are removed.

3.3 Overview of Intermediate Path Dataset
In our nine-month email Received header dataset, we observed a
total of 2.4B emails. Among them, we successfully parsed the Re-
ceived header in 98.1% of emails. Following this, we extracted emails
that are marked as clean by our cooperative vendor and passed the
SPF verification. After this step, the number of emails decreased sig-
nificantly, leaving only 380M (15.6%). Specifically, 51.27% of emails
are spam, and 42.87% of emails fail the SPF verification. Considering
that this paper focuses on analyzing the email intermediate paths,
we select emails with middle nodes and complete paths. In addition,
we find that 15.34% of the email intermediate paths pass through the
“local” node; only 0.9% of email intermediate paths consist entirely
of “local” nodes, and these paths are removed from our dataset. At
last, we obtain the intermediate path of 105M (4.3%) emails, which
we refer to as the intermediate path dataset in this paper.

Among the intermediate path dataset, we observe 412,197 sender
SLDs, 42,478 middle node SLDs, 679,507 outgoing node IP addresses,
and 881,669 middle node IP addresses. Note that the sender SLD is
obtained from the Mail From field, and the middle node SLD is ob-
tained from the Received header. Among the middle nodes that can
obtain valid IP addresses, 846.4K (96.0%) nodes are IPv4 and 35.3K

(4.0%) are IPv6. Considering that our dataset originated from a Chi-
nese provider, we analyzed IP addresses recorded in Received head-
ers to determine the share of emails originating within China versus
outside China. The results show that 32.8% of the emails were trans-
mitted exclusively within China (“domestic email”), while the rest
were from outside China (“international email”).

Table 1: Statistics on the processing of the email Received
header dataset.

Dataset Number of emails

Email Received header dataset 2,446,933,441 (100%)

# Email Received header parsable 2,399,932,266 (98.1%)

# Clean and SPF pass 380,840,897 (15.6%)

# With middle node and
complete intermediate path

105,175,093 (4.3%)
(Intermediate path dataset)

Discussion of data filtering. To construct an accurate and clean
dataset, this paper applies strict criteria that resulted in the removal
of approximately 95% of emails. We acknowledge that this may
cause some benign emails to be excluded, and we discuss the im-
pact on our results. More than half of the emails were discarded
because our cooperative provider classified them as spam. Through
discussions with Coremail, we learned that Coremail’s spam de-
tection engine evaluates email compliance by comprehensively
considering multiple factors such as sender reputation, delivery
behavior, and message content, achieving an accuracy rate of 99.8%
in detecting spam, including phishing, pornography, gambling, etc.
However, the specific detection algorithms and processes were
not explained. The use of commercial spam detection systems for
dataset construction and filtering has also been adopted by other re-
searchers [17, 34]. Furthermore, given Coremail’s large-scale email
service scope, we believe that its detection systems are reliable and
unlikely to significantly affect the validity of our research results.
Furthermore, we removed emails that failed SPF verification. We
acknowledge that this may exclude some clean emails. For example,
emails from domains with misconfigured/missing SPF records or
emails that failed SPF verification due to forwarding. To ensure
that intermediate paths can be reliably associated with the actual
sender domains (Mail From field), we adopted SPF verification as a
dataset filtering criterion.

4 What are the Identities and Distribution of
Middle Nodes?

In this section, we first investigate the number of middle nodes
contained in the email intermediate path. Then, we analyze the
distribution of middle nodes in terms of AS and provider.
Intermediate path length. In our dataset, we find that most of the
email intermediate paths contain only one middle node, accounting
for 70.37%. Furthermore, 21.4M (20.39%) emails pass through two
middle nodes, and only 746.3K (0.71%) emails pass through more
than five middle nodes. We also analyze 481 emails with intermedi-
ate path lengths of more than 10. The results show that most of the
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middle nodes in a path have the same SLD, so we infer that most of
these emails are internal email relays for domains.
AS distribution. Table 2 shows the top 5 ASes in both middle and
outgoing nodes, ranked by the number of sender SLDs that depend
on them. We find that for both middle nodes and outgoing nodes,
8075 MICROSOFT-CORP-MSN-AS-BLOCK has the highest domain
share of 20.9%. For middle nodes, most of the mainstream ASes
belong to email service providers (e.g., MICROSOFT ) and local ISPs
(e.g., Chinanet). In contrast, the mainstream ASes of outgoing nodes
are more located in cloud service providers (e.g., Alibaba). One
possible reason is that large email service providers offer (free) email
forwarding services [14, 36], making many domains dependent on
them for relaying email. For example, we observe that the email
intermediate paths of 6,545 sender SLDs pass through YANDEX
LLC, but only the outgoing nodes of 206 sender SLDs belong to
YANDEX LLC.

Table 2: Statistics on Top 5ASes ofmiddle and outgoing nodes
with high sender SLD dependencies.

Top 5 ASes # SLD # Email
Middle node

8075 MICROSOFT-CORP-MSN-AS-BLOCK 20.9% 36.8%
15169 GOOGLE 3.7% 1.7%
13238 YANDEX LLC 2.7% 1.4%
16509 AMAZON-02 2.1% 1.5%
4134 Chinanet 2.1% 1.3%

Outgoing node
8075 MICROSOFT-CORP-MSN-AS-BLOCK 23.4% 14.8%
37963 Hangzhou Alibaba Advertising ... 6.3% 9.2%
15169 GOOGLE 5.9% 7.5%
45090 Shenzhen Tencent Computer ... 5.5% 3.4%
16509 AMAZON-02 3.9% 6.3%

Provider distribution.We identify the provider behind the middle
node based on its SLD. Table 3 presents the top 10 middle node
providers ranked by the number of sender domains that depend on
them. In this paper, ESP refers to the email service provider that
offers integrated email-related services, including user mailboxes,
domain hosting, email forwarding, etc. We find that most middle
nodes belong to ESPs, with outlook.com accounting for more than
half of the emails. Among the top 10 providers, we also identify
vendors offering email signature (exclaimer.net and codetwo.com)
and security filtering services (secureserver.net).

When a provider offers email services throughmultiple SLDs, our
method of identifying providers by SLD leads to misclassification.
To assess the impact of this issue, we manually examined the top
200 SLDs ranked by email dependency, which together account for
94.2% of the total email volume. We find that only 1.2% of emails
would be misclassified, with the most common cases involving large
providers offering mail services under different top-level domains
(TLDs), such as outlook.cn, outlook.fr, and yandex.ru. Therefore,
identifying providers based on SLD does not significantly affect our
overall conclusions.

Table 3: Statistics on Top 10 providers of middle nodes with
high sender SLD dependencies.

Top 10 providers Type # SLD # Email

outlook.com ESP 295.9K (51.5%) 84.6M (66.4%)
exchangelabs.com ESP 25.0K (4.4%) 5.9M (4.6%)
icoremail.net ESP 13.0K (2.3%) 0.5M (0.4%)
yandex.net ESP 9.8K (1.7%) 0.6M (0.5%)
exclaimer.net Signature 9.0K (1.6%) 1.7M (1.3%)
google.com ESP 8.1K (1.4%) 0.7M (0.6%)
codetwo.com Signature 7.1K (1.2%) 1.0M (0.8%)
qq.com ESP 2.9K (0.5%) 0.2M (0.2%)
aliyun.com ESP 2.4K (0.4%) 0.2M (0.2%)
secureserver.net Security 2.3K (0.4%) 0.1M (0.1%)

5 What is the Dependency Structure and
Regionality of Email Intermediate Paths?

This section explores the dependency structure and regionality of
email intermediate paths. We conduct the analysis from three as-
pects: path dependency patterns, dependency passing relationships,
regional dependency characteristics.

5.1 Dependency Pattern of Intermediate Paths
To better characterize the email intermediate path structure, we
define the dependency patterns of email intermediate paths from
the following two perspectives.

• Hosting pattern describes the relationship between middle
nodes and the sender domain, reflecting the extent to which a do-
main relies on third-party providers in the email intermediate path.
We categorize hosting patterns into three types. 1) Self-hosting: The
domain uses its own infrastructure to handle the email intermediate
path, meaning all middle node SLDs are the same as the sender
SLD. 2) Third-party hosting: The email intermediate path of the
domain is completely dependent on third-party providers, meaning
the middle node SLDs all differ from the sender SLD. 3) Hybrid
hosting: The email intermediate path involves both self-hosted and
third-party infrastructure, meaning the middle nodes include both
the sender SLD and other SLDs.

• Reliance pattern refers to the number of distinct providers
involved in an email intermediate path, reflecting the complexity of
the intermediate path. We define two types of reliance patterns. 1)
Single reliance: The intermediate path involves only one provider,
meaning all middle nodes share the same SLD. 2) Multiple reliance:
The intermediate path involves multiple providers, meaning the
SLDs of middle nodes include more than one unique value.
Overview. Table 4 summarizes the hosting and reliance patterns
observed for emails and sender domains in our intermediate path
dataset. Note that a single sender domain may correspond to mul-
tiple email intermediate paths with different patterns. Regarding
the hosting pattern, we find that 82.7% of email intermediate paths
fall into the Third-party hosting category, indicating a complete re-
liance on external providers for email relaying. Only 4.3% of sender
domains rely solely on their own infrastructure for email interme-
diate transmission, reflecting the dominance of third-party hosting
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Figure 5: The hosting patterns of email intermediate paths for domains of different countries.
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Figure 6: The reliance patterns of email intermediate paths for domains of different countries.

Table 4: Statistics on dependency patterns of email interme-
diate paths.

# SLD # Email
Hosting pattern

Self hosting 17.7K (4.3%) 15.1M (14.3%)
Third-party hosting 399.1K (96.8%) 86.9M (82.7%)

Hybrid hosting 7.5K (1.8%) 3.2M (3.0%)
Reliance pattern

Single reliance 384.5K (93.3%) 96.0M (91.3%)
Multiple reliance 52.8K (12.8%) 9.1M (8.7%)

services in email delivery. Additionally, 3.2M emails (3.0%) exhibit
Hybrid hosting, where both self-hosted and third-party nodes ap-
pear in the same path. This is expected given that many different
roles of participants in the email ecosystem are capable of relaying
emails. We provide a more detailed analysis in Section 5.2.

Regarding the reliance pattern, we observe that 91.3% of inter-
mediate paths involve only a single provider. There are two poten-
tial reasons for this phenomenon. On the one hand, large hosting
providers typically integrate various email functionalities, such as
email delivery, management, detection, and forwarding services, al-
lowing domains to rely on a provider for complete email service. On
the other hand, additional email functions, such as email signature
and security filtering, are not necessary for most domains.
Country domain. Next, we analyze the dependency patterns of
email intermediate paths of country-specific domains. Using the
country code top-level domain (ccTLD) list [2, 21], we select emails

from different countries’ sender SLDs within our email intermediate
path dataset. Figure 5 and Figure 6 display the hosting and reliance
patterns of email intermediate paths for domains from the top 60
countries, ranked by the number of SLDs we observed. The top
five countries each have more than 12K SLDs, and all the top 60
countries have more than 300 SLDs.
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Proportion
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100K-1M

10K-100K
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Third-party hosting
Self hosting
Hybrid hosting
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Figure 7: The dependency patterns of email intermediate
paths for domains of different popularity ranges.
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Figure 8: Dependency passing inMultiple reliance email intermediate paths (show up to six hops).

Our results show that the proportion of Third-party hosting in
email intermediate paths for various countries exceeds 60%, high-
lighting the email dependency on hosting providers. Notably, email
intermediate paths from Russia and Belarus exhibit the Self hosting
proportion of about 30%, which is significantly higher than most
other countries. Using a URL-type classifier [39], we observe that
42.9% of the Self hosting domains in Russia belong to commercial
companies, and 18.2% are educational institutions. Measurements
by Jonker et al. [23] in 2022 also reported that, following the Russia-
Ukraine conflict, Russia indeed reduced its Internet dependency
(e.g., DNS and PKI) on foreign hosting services.

Additionally, we observe that the majority of countries’ email
intermediate paths rely on a single provider, with the proportion of
Single reliance typically exceeding 80%. However, in countries such
as Switzerland, Saudi Arabia, and Qatar, the proportion of Multiple
reliance exceeds 30%. Upon further analysis, we find that this is
primarily due to the inclusion of email signatures and security fil-
tering providers in intermediate paths. For example, in Switzerland,
21.6% of intermediate paths with Multiple reliance include email
signature providers, and 22.9% include email filtering providers.
Popular domain. We also analyze the dependency patterns of
email intermediate paths of popular domains. The domain rankings
are based on the Tranco Top 1M list [46] obtained on December
1, 2024. Figure 7 illustrates the reliance patterns of domains with
different levels of popularity. We observe that more popular do-
mains tend to rely less on third-party hosting providers, suggesting
that large companies have the capacity to deploy their own email
services. For example, approximately 60% of the email interme-
diate paths for domains ranked between 1-1K are categorized as
Third-party hosting, while this percentage increases to over 80%
for domains ranked between 100K-1M. In addition, regardless of
popularity tier, over 80% of email paths for domains include only a
single provider (Single reliance).

5.2 Dependency Passing in Intermediate Paths
The email intermediate path involves different SLDs, meaning that
dependencies are passed between various suppliers. However, the

interactions between email middle nodes may harbor potential
security risks. For example, the EchoSpoofing vulnerability abuses
the fragile dependency between the victim domain and the middle
node (Proofpoint) to distribute spoofed emails [16]. In this section,
we conduct an in-depth analysis of the dependency passing in
9.1M Multiple reliance intermediate paths, revealing the interactive
relationships present during the email delivery process.

If two email intermediate paths contain the same set of middle
node SLDs (regardless of order), we consider them to belong to the
same dependency passing relationship. In total, we identify 28,359
distinct dependency passing relationships, among which 15,386
(55.8%) involve two SLDs, 7,304 (25.8%) involve three SLDs, and
5,219 (18.4%) involve more than three SLDs. Figure 8 illustrates
the dependency passing flows for each hop in Multiple reliance
intermediate paths and annotates each node with its corresponding
email out-degree. Note that providers with fewer than 50K email
out-degrees in each hop are merged into the “Other” node, and
the width of the flow lines is scaled using the 𝑙𝑜𝑔2 value of the
email out-degree. We can see that in intermediate paths of each
hop, a significant proportion of the emails rely on outlook.com for
transmission. Excluding internal relays within the same provider
(e.g., outlook.com to outlook.com), the three most common de-
pendency passing relationships are: “outlook.com to exclaimer.net”
(1.5M emails, 17.3%), “outlook.com to codetwo.com” (939.9K emails,
10.9%), and “outlook.com to exchangelabs.com” (732.4K emails,
8.5%). The first two relationships stem from outbound email sig-
nature attachment services, while the last one represents internal
relaying between two Microsoft-operated email services. In addi-
tion, we observe that third-party email additional services, such as
email signature and filtering, frequently appear in the first three
hops of outbound email intermediate paths.

Bymanually analyzing the top 50 dependency passing paths with
the highest email volumes, we identify six common types of depen-
dency passing relationships, as summarized in Table 5. We find that
the most prevalent dependency passing occurs between ESPs and
email signature providers (“ESP-Signature”), accounting for 29.7%
of the emails. In addition, 13.3% of emails fall into the “ESP-ESP”
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Table 5: Statistics of the main types of email dependency
passing relationships.

Type # SLD # Email

ESP-Signature 16,468 (31.2%) 2,716,390 (29.7%)
ESP-ESP 8,339 (15.8%) 1,216,430 (13.3%)
ESP-Security 2,850 (5.4%) 237,798 (2.6%)
ESP-Signature-ESP 1,530 (2.9%) 192,068 (2.1%)
ESP-Security-ESP 950 (1.8%) 146,337 (1.6%)
ESP-Signature-Security 580 (1.1%) 82,314 (0.9%)

type, typically arising from email forwarding, replies, or bounce
between ESPs. Dependency transfers between ESPs and security
filtering providers (“ESP-Security”) are relatively rare, constituting
less than 5% of the emails.

5.3 Regional Dependency of Intermediate Paths
Prior studies [3, 27] have shown that domains from many countries
exhibit distinct regional dependency patterns in terms of website,
DNS, and certificate authority (CA). In the following, we analyze
the regional dependencies in email intermediate paths, focusing
on the reliance of emails from different countries or continents on
external regions.
Cross-regional path volume.We first analyze how many email
intermediate paths traverse different regions. Our results show that
over 95% of email intermediate paths involve only a single region,
whether in terms of country, AS, or continent. This indicates that
email transmission in the intermediate path stage rarely crosses
multiple regions.
Regional dependence across countries. Next, we analyze the
dependence on external countries in the email intermediate paths
of different countries. Referring to the ccTLD list [2, 21], we extract
the intermediate paths of sender domains from various countries
in our dataset. To ensure the representativeness of the results, we
exclude countries with fewer than 10K emails and 300 SLDs. Figure 9
shows the regional dependency of email intermediate paths in 60
countries. Specifically, if email middle nodes belong to the same
country as the sender domain, it is marked as “Same”. In the Figure 9,
we only display countries with a proportion of emails exceeding
15%, and the remaining countries are grouped under “Other”. We
rank countries in descending order of their dependence on external
countries.

The result shows that regional dependency patterns vary sig-
nificantly across countries. In some countries, over 90% of email
intermediate paths rely solely on domestic infrastructure, such
as Russia and Malaysia. However, in some countries, email inter-
mediate paths almost entirely depend on foreign infrastructure,
such as Montenegro and Morocco. Additionally, 23 countries show
no single external country accounting for more than 15% of their
intermediate paths, meaning only “Same” and “Other” categories
are shown in Figure 9. This indicates that these countries do not
excessively rely on any specific foreign nation for email transmis-
sion, and thus have a relatively high degree of independence. In
contrast, the remaining 37 countries show a significant proportion
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Figure 9: Regional dependence of email intermediate path
in different countries. Only countries with a proportion of
more than 15% are displayed.

of dependency on external countries. For example, 88% of inter-
mediate paths from Belarus include nodes located in Russia, and
83% of paths from Montenegro include nodes in the United States.
This implies that email relays in these countries are susceptible to
geopolitical influences.

Furthermore, we analyze the reasons behind the differences in
regional dependency patterns across countries. We observe that
countries belonging to the Commonwealth of Independent States
(CIS), formed after the collapse of the Soviet Union, significantly
rely on Russia’s email infrastructure. For example, we find that a
substantial proportion of email intermediate paths from Kazakhstan
(32%) and Belarus (88%) included nodes located in Russia. In con-
trast, no other countries show a similarly significant dependency
on Russia’s email infrastructure. Moreover, we observe that email
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intermediate paths often reflect dependencies between geograph-
ically proximate or linguistically similar countries. For example,
68% of email paths from New Zealand include middle nodes located
in Australia, and 43% of email paths from Saudi Arabia include
middle nodes located in the United Arab Emirates. Surprisingly, we
find that the email intermediate paths of several European coun-
tries heavily rely on Ireland (IE). For example, 26% of paths from
Italy, 30% from Poland, 26% from Belgium, and 44% from Denmark
include middle nodes located in Ireland. Upon further investiga-
tion, we discovered that the ASes and SLDs of these Ireland middle
nodes are almost all associated with Microsoft and outlook.com.
We speculate that Microsoft’s hosting service may use data centers
located in Ireland to relay emails from these national domains to
our cooperative provider in China.
Regional dependence across continents. Below, we analyze the
regional dependence of email intermediate paths at the continental
level. We only consider sender domains under ccTLDs within each
continent. Figure 10 illustrates the intercontinental dependencies
of email intermediate paths. We find that the majority of emails
originating from Asia, Europe, and North America have middle
nodes located within the same continent, with Europe accounting
for as much as 93.1%. In contrast, email intermediate paths from
Africa heavily depend on Europe and North America, while those
from South America are highly dependent on North America. These
observations align with dependency patterns in web hosting. For
instance, Akiwate et al. [3] reported that approximately 70% of
websites from African countries are hosted in North America. In
addition, middle nodes in Africa, South America, and Oceania are
almost only responsible for the emails of their continents, and
emails from other continents do not pass through them.
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Figure 10: Regional dependence of email intermediate path
in different continents.

6 What are Centralization and Cross-country
Differences of Email Intermediate Paths?

In this section, we first evaluate the degree of centralization of email
intermediate paths and examine the market share of large email
providers. Then, we investigate the differences in the centralization
of email intermediate paths across countries. Finally, we compare
the centralization among middle, outgoing, and incoming nodes.

6.1 Market Share of Large Providers
We use the Herfindahl-Hirschman Index (HHI) [48] to evaluate the
market concentration of email middle nodes. HHI is calculated by
summing the squares of the market shares of all entities, and it
is widely used for assessing centralization in internet infrastruc-
ture [5, 20]. A higher HHI indicates a more monopolistic market
structure: an HHI of 10% indicates moderate concentration, while a
value above 25% indicates high concentration. Considering all email
intermediate paths, we obtain an HHI of 40% for the middle node
market, which indicates a highly concentrated market. As shown
in Table 3, Microsoft dominates the overall middle node market,
participating in about 70% of the intermediate paths.

In addition, we investigate the popularity of domains served by
large middle node providers. Specifically, we select the domains
relying on the Top 10 middle node providers that appeared in the
Tranco Top 1M list. The violin plot of Figure 11 depicts the popu-
larity distribution of domains relying on five large providers. The
remaining providers are not shown due to insufficient sample sizes.
The area of each violin is proportional to the number of dependent
domains; for visual clarity, we apply linear scaling to the areas. The
shape of each violin reflects the distribution of popularity rankings,
with the median ranking indicated by a white circle. We observe
that outlook.com is relied upon by the largest number of popular
domains, with 25,844 in total and a median popularity ranking
of 278K. Furthermore, the dependent domain popularity distribu-
tions for outlook.com, exchangelabs.com, and exclaimer.net are
relatively broad, while those for icoremail.net and google.com are
more concentrated. Overall, the above findings further underscore
Microsoft’s dominant position in the email middle node market.
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Figure 11: The popularity distribution of domains that rely
on 5 large middle node providers.

6.2 Centralization of Email Intermediate Paths
Across Countries

In the following, we analyze the centralization of email intermediate
paths across countries. In our data analysis, we excluded countries
with fewer than 10K intermediate paths and fewer than 300 SLDs.
Figure 12 presents the HHI of the middle node providers for each
country, with the provider holding the largest market share in each
country marked by a circle. In addition, the country codes on the
x-axis are color-coded according to their respective continents.
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Figure 12: The HHI of middle node providers by country (bars, left Y-axis), and the most popular provider in each country by
market share (circles, right Y-axis).

We observe considerable variation in the HHI across countries.
Peru exhibits the highest HHI at 88%, while Kazakhstan shows the
lowest at 16%. Moreover, outlook.com dominates the email interme-
diate path market share in most countries, typically exceeding 60%.
Notable exceptions include Russia and Belarus, where yandex.net is
the primary provider; yandex.net also accounts for 21% of the mar-
ket in Kazakhstan. Given that Yandex is a Russian email provider,
the dependence of CIS countries on it is understandable. In the case
of Kazakhstan, ps.kz, a local cloud service provider, holds 26% of
the intermediate email path market. We also note that countries
in South America and Oceania generally have high HHI, with all
countries exceeding 60%.

6.3 Compare the Centralization of Incoming
and Outgoing Nodes

Previous studies on email system centralization have primarily used
MX and SPF records [32, 47, 51], representing the perspectives of
incoming and outgoing nodes, respectively. To better understand
the differences in centralization across various segments of the
email delivery paths, we conducted a comparative analysis of mid-
dle, incoming, and outgoing nodes. On May 1, 2025, we actively
scan the MX and SPF records of 412,197 sender SLDs in our email
intermediate path dataset. Following prior work [47, 51], we iden-
tified the incoming providers by extracting the SLDs of the MX
records, and the outgoing providers by extracting the SLDs from
the include fields in the SPF records.

In total, we identify 42,478 middle node providers, 48,597 in-
coming node providers, and 23,853 outgoing node providers. By
calculating the number of dependent domains for each provider,
we find that the HHI for the middle node provider market is 29%,
for the incoming node is 37%, and for the outgoing node is 18%.
Therefore, we conclude that the markets for incoming node and
middle node providers are highly concentrated, and the incoming
node market is more concentrated. In contrast, the outgoing node
provider market is moderately concentrated.

Furthermore, we investigate the popularity and market share of
large providers across middle, incoming, and outgoing nodes. Our
results reveal that there are differences in the market concentration
of different types of node providers. As shown in Figure 13, we
mark the top 10 middle node providers with colored dots, and then
analyze their rankings and shares among the top 100 incoming and
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Figure 13: Rank and market share of the Top 10 middle node
providers in incoming and outgoing nodes.

outgoing node providers. We find that outlook.com is the dominant
provider across all node types, accounting for more than 60% of
the market share in each category. In contrast, the distribution
of other large providers is highly fragmented. Specifically, email
service providers (e.g., google.com) and security filtering providers
(e.g., secureserver.net) typically appear among the top 100 providers
across all three node types. However, email signature providers tend
to serve only as middle and outgoing nodes. For example, no domain
in our dataset sets its MX record to codetwo.com or exclaimer.net.
Moreover, exchangelabs.com, a domain belonging to Microsoft,
only appears in the middle node providers, indicating its primary
role in email relaying. Among the top 100 middle node providers,
we find that 41 do not appear in the incoming and outgoing node
provider lists.

7 Discussion
In this section, we first present the insights of our work for the
email community and highlight several potential directions for
future research.We then report the ethical considerations addressed
during our study.
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7.1 Hidden Intermediate Dependencies
Our measurement study uncovers several notable findings regard-
ing the dependency structure and centralization of email intermedi-
ate paths in the real world. These findings not only expand current
understanding of the email ecosystem, but also highlight critical
areas requiring further exploration and community attention.

First, our results reveal the presence of previously underexplored
middle nodes in email delivery paths, such as email signature sup-
pliers and security filtering providers. These intermediaries, often
acting as relays or email processors, appear in a significant por-
tion of email traffic. We suggest that future work conduct in-depth
analyses of these nodes, focusing on their operational roles and
potential implications for security and resilience in global email
infrastructure.

Second, we find that the transmission of many emails involves
multiple intermediate entities. Prior studies have demonstrated that
such interactive relationships between nodes along the email path
expose unexpected risks [42]. In light of this, we recommend that
the community further develop systematic methods for measuring
the structural risk of email transmission interactions. Moreover,
domain operators should rigorously review their email middle node
configurations, especially when relying on third-party intermedi-
aries, to guard against vulnerabilities like EchoSpoofing [16].

Third, we observe significant differences in the dependency pat-
tern and centralization of email intermediate paths across different
countries. While some regions exhibit highly concentrated reliance
on a small number of foreign providers, others demonstrate more
diversified structures. This geographic disparity calls for deeper
investigation to uncover the underlying economic, technical, or
policy-driven factors. In parallel, we suggest that stakeholders pay
closer attention to critical points of dependency along intermediate
paths, as they may pose significant risks of service disruption under
geopolitical tensions or cross-border regulatory shifts.

Finally, our findings point to a neglected aspect of email delivery
security: the end-to-end security consistency across all segments
of the email transmission path. For example, in our intermediate
path dataset, 27K emails include segments that use both outdated
(1.0 and 1.1) and secure (1.2 and 1.3) versions of TLS [37], as indi-
cated in the Received headers. This protection inconsistency may
undermine the security of the entire email transmission process.
Overall, we advocate that future security research should consider
fine-grained segment-level email transport security, and promote
the uniform adoption of secure standards throughout the entire
email transmission path. To help other scholars reprise and expand
our research, we publish our email path extractor and intermediate
path dataset at https://github.com/RUI-XUAN-LI/Email_Path.

7.2 Ethical Considerations
Our study relies on real-world email reception logs from a large
email service provider, and we have carefully considered the as-
sociated ethical risks. Although our institution does not have an
Institutional Review Board (IRB), our research was authorized and
overseen by the administrative department of our cooperative ven-
dor. Our ethical considerations were guided by prior research using
similar datasets [29, 34] and by established principles of research
ethics [1, 25].

Construction and processing of datasets. In this paper, we
collect and analyze the minimal data necessary to study email
intermediate paths, including domains in the Mail From and Rcpt
To fields, IP addresses of outgoing servers, Received headers, the
time of email reception, SPF verification results, and the email
compliance label. Coremail stores Received headers for the purpose
of analyzing transmission delays and diagnosing network issues.
For this study, Coremail transferred the minimal set of required
data fields to a separate secure server within its organization and
provided us with controlled access. All data processing and storage
during our research were carried out on secure servers to prevent
data leakage. Consequently, none of the researchers involved in
this paper had access to the raw email logs containing, for example,
email content or complete email headers. We strictly adhered to
the data protection and server usage guidelines agreed upon with
Coremail and did not share any data with individuals outside our
research team. Upon completion of the study, we deleted all data
and intermediate results related to this paper from the secure server.
PII involved in the study. In this paper, we did not collect the
email subject and body, aswell as the usernames in theMail From and
Rcpt To fields. The PII that may be involved in our research is mainly
related to the email address in the Received headers. In the process
of parsing Received headers through regular expressions, we find
that 28.35% of Received headers contain email addresses. Therefore,
during data extraction, we only used regular expressions to match
the email address format, without retrieving the corresponding val-
ues. Regarding the share of research artifacts, the released dataset
includes only the domains and IP addresses of middle nodes, and
does not contain email addresses.
Risk-benefit analysis. This paper relies on large-scale real-world
datasets and therefore requires careful consideration of the poten-
tial risks and benefits of the study. The primary ethical risks stem
from dataset construction and the presence of PII (e.g., email ad-
dresses). As discussed earlier, we have taken measures to minimize
the involvement of sensitive user information and to prevent data
leakage. Overall, the ethical risks of our study are limited and man-
ageable. Compared to the potential risks, we believe that our work
offers greater benefits by advancing the community’s understand-
ing of the email intermediate ecosystem and by facilitating future
security research on email transmission paths.

8 Limitation
Although our study offers a large-scale measurement of email in-
termediate paths, several limitations should be acknowledged. We
first discuss the limitations related to the data perspective. Our
dataset is sourced from a single email service provider and does not
comprehensively capture global email delivery paths. It is extracted
from inbound email logs, primarily reflecting the sender-side per-
spective, while offering limited visibility into recipient-side middle
nodes. Moreover, our cooperative provider is a Chinese enterprise,
our dataset cannot capture intra-country delivery paths of various
countries, and email delivery paths may vary depending on the
geographic location of recipient servers.

This study relies on Received headers to reconstruct email in-
termediate paths. We recognize that our criteria for filtering Re-
ceived headers can result in the removal of some benign emails,
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and discuss the impact of data filtering on our study in Section 3.3.
Moreover, we acknowledge that forged Received headers would
affect our results. However, according to the research of Luo et
al. [34], the forged Received header in the email content is almost
non-existent in the wild, even for phishing emails. In particular, the
target of our study is clean emails, and they do not have enough mo-
tivation to forge email headers. Moreover, our work aims to reveal
the dominant dependency patterns and centralization in real-world
intermediate paths, which are not significantly influenced by a few
forged paths. Overall, the impact of the forged Received header for
our study is minimal.

Furthermore, if providers offer relay services via multiple SLDs,
relying on SLDs to identify them would result in misclassification.
We also recognize that the underlying causes of email dependency
between countries and continents are complex and challenging to
accurately identify. This paper provides only reasonable hypotheses
regarding possible causes, without conducting a systematic causal
analysis. We hope that our work inspires the community to further
discuss the underlying reasons behind regional dependencies.

9 Related Work
9.1 Internet Centralization
The Internet centralization has become a widely discussed topic in
recent years, and researchers have focused on critical components
such as DNS, CAs, and cloud services [3, 27, 38]. Their results all
indicate the concentration of many core Internet functions in the
hands of a few dominant providers.

Research on DNS centralization is mainly divided into two as-
pects: recursive resolution and authoritative service. On the DNS
recursive resolution side, Doan et al. [11] analyzed the recursive
resolvers used by RIPE Atlas probes and found that 78.4% of the
probes rely on Google’s public DNS service. Xu et al. [49] observed
that 90% of DNS forwarders depend on only 5% of public resolvers.
On the authoritative service side, many studies have examined the
centralization of domain hosting services by actively collecting
authoritative name servers. For example, Kumar et al. [27] discov-
ered significant variation in countries’ reliance on third-party DNS
providers, ranging from 36% in the Czech Republic to 72% in Singa-
pore. In addition, some studies analyzed real-world DNS resolution
traffic to assess centralization. Moura et al. [38] examined DNS
traffic from two TLDs and the B root server and reported that 30%
of DNS requests originated from five cloud providers.

In terms of domain dependency on CAs, Kumar et al. [27] ana-
lyzed the CAs of popular websites from 50 countries. They showed
that DigiCert is the most popular CA among these websites, ac-
counting for 36% of all websites using third-party CAs. Akiwate
et al. [3] examined the level of CA centralization across 150 coun-
tries. Their findings indicate that a small number of CAs, such as
Let’s Encrypt, dominate the CA ecosystem, and the leading CA
providers vary across countries. Researchers have also measured
domain reliance on third-party CDN providers and web hosting
services [3, 27, 51]. These studies highlight the trend of Internet cen-
tralization and show that historical, political, and linguistic factors
shape the centralization patterns in different countries.

9.2 Email Dependence and Centralization
Only a few studies have analyzed the centralization of the email
ecosystem. Scholars typically use MX and SPF records to evaluate
the dependence of domains on third-party email providers. Specifi-
cally, Liu et al. [32] analyzed the centralization of incoming nodes
by examining the MX records of Alexa Top 1M domains. Their re-
sults showed that among the Alexa Top 1K domains, 37% relied on
Google, 10% on Microsoft, and 10% on Proofpoint. They also noted
that from 2017 to 2021, the market shares of Google and Microsoft
steadily increased. In another study, Zembruzki et al. [51] actively
scanned the MX records of the Tranco Top 1M domains and found
that 10 ASes provided email services for 50% of the domains. The
market was dominated by Google, Microsoft, and Amazon, with
Google accounting for the highest share at 21%. Regarding outgoing
nodes, Wang et al. [47] identified outgoing providers by analyzing
the include field in SPF records. Among the Tranco Top 1M domains,
they found that outlook.com provided email delivery services for
20% of the domains, and google.com served 16%.

Only a few studies analyzed the transmission paths of emails,
usually using the Received headers in the email content. For instance,
Luo et al. [34] examined Received headers in phishing emails to
characterize the infrastructure used by spammers, and Sanchez et
al. [45] investigated the length and the number of IP addresses of
spam delivery paths. However, to the best of our knowledge, the
dependency structure and centralization of email middle paths have
never been systematically explored. Moreover, vulnerabilities in
the email path have been shown to cause real-world security risks,
such as sender spoofing [16] and the circumvention of security
protections [42].

10 Conclusion
This paper systematically analyzes the dependency and centraliza-
tion of email intermediate paths. We find that the ecosystem of
email middle nodes is highly centralized, with Microsoft occupying
a dominant market share. In total, 86.9M (82.7%) emails rely on
third-party middle node providers, and 9.1M (8.7%) involve multi-
ple providers. Email signature and security filtering vendors are
involved in many cross-vendor interactions in email intermediate
paths. The dependency patterns in email intermediate paths vary
across regions. Overall, our study can offer new insights into the
email transmission process and contribute to improving the overall
security of the email ecosystem.
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